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Section | - Introduction

This standards document is published by the False Alarm Reduction Association (FARA) and the National
Electronic Security Alliance (NESA) and was developed and adopted by a consensus of public safety and
industry volunteers in accordance with NESA's policies and procedures.

The existence of this or any FARA/NESA standards document shall not prevent any member of a NESA
affiliated state or non-member from selling, monitoring, or using products not conforming to this or any
FARA/NESA standard. Except when adopted by a government agency by incorporation or reference,
FARA/NESA standards are voluntary. FARA & NESA encourages the use of this document, but will not take
any action to ensure compliance with this or any other FARA or NESA Standard.

Any product or procedure that meets or exceeds the minimum requirements of a FARA/NESA standard shall
be considered in compliance with that standard, provided that such product specifications do not exceed any
maximum requirements set by the standard. FARA/NESA standards are not intended to supersede any
recommended procedures set by a manufacturer for its products.

FARA & NESA disclaims liability for any personal injury, property or other damages of any nature whatsoever,
whether special, indirect, consequential or compensatory, directly or indirectly resulting from the publication,
use of, or reliance on this document. FARA & NESA also makes no guaranty or warranty as to the accuracy or
completeness of any information published herein.

FARA & NESA has no power, nor does it undertake, to police or enforce compliance with the contents of this
document. Nor does FARA or NESA list, certify, test or inspect products, designs, or installations for
compliance with this document. Any certification or other statement of compliance with the requirements of this
document shall not be attributable to FARA or NESA and is solely the responsibility of the certifier or maker of
the statement.

FARA & NESA assumes no responsibility for the use, application or misapplication of this document. Anyone
using this document should rely on his or her own independent judgment or, as appropriate, seek the advice of
a competent professional in determining the exercise of reasonable care in any given circumstances. Users of
this document, particularly those having participated in its development and adoption, are considered by FARA
& NESA to have waived any right they might otherwise have had to assert claims against FARA or NESA
regarding the development process of this standard.

FARA & NESA reserves the right to revise this document at any time. Because FARA & NESA policy requires
that every standard be reviewed periodically and be either revised, reaffirmed, or withdrawn, users of this
document are cautioned to obtain and use the most recent edition of this standard. Current information
regarding the revision level or status of this or any other FARA or NESA standard may be obtained by
contacting FARA or NESA.

Requests to modify a standard, requests for interpretations of a standard, or any other comments are welcome
and may be sent to:

National Electronic Security Alliance (NESA)
10024 Vanderbilt Circle, #4
Rockville, MD, 20850
E-mail: exdirector@nesaus.org

Requests will be considered in accordance with NESA'’s standards development policies and procedures.

This document is owned by the National Electronic Security Alliance (NESA) and may not be
reproduced, in whole or part, except by government agencies, without the prior written permission
from FARA or NESA.
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Section 3 - Definitions

3.1

3.2

3.3

3.4

3.5

3.6

3.7

3.8

Alarm Verification

3.1.1 To prove to be true.

3.1.2 To call the alarm site by telephonic or other electronic means.

3.1.3 To assess the validity of alarm signals received at a Central Station or monitoring facility
in an attempt to avoid an unnecessary dispatch.

Video Verification (VV)

The use of live and or recorded video images by a Central Station or monitoring facility to
assess the validity of alarm activations.

Alarm Initiating Device

Device which, when actuated, initiates an alarm to be transmitted to a Central Station or
monitoring facility.

Video Motion Detector (VMD)

Device used in conjunction with a CCTV system to detect movement within an area covered by
a video camera. The video motion detector digitally analyzes a static picture several times a
second. Any significant change in the picture triggers an alarm. Some video motion detectors
allow the operator to select only portions (windows) of the video image for motion detection.

Enhanced Verification (EV)

The attempt by the monitoring facility personnel to verify that no emergency appears to exist,
at the monitored premises, by means of more through procedures such as 2 (two) or more
verification calls, live audio or video, cross zoning, other means or a combination of these
procedures.

Operator
Central Station or monitoring facility personnel trained in this standard to view video.
Recorded Video

Images recorded on any medium that has the capacity to store Images and from which images
can later be recalled.

Public Safety Answering Point (PSAP

The dispatch center for a public safety network. A public-safety answering point (PSAP),
sometimes called "public-safety access point", is a call center responsible for answering calls
to an emergency telephone number for police, firefighting, and ambulance services. Trained
telephone operators are also usually responsible for dispatching these emergency services.
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Section 4 - Central Station/Monitoring Facility Procedures

4.1 When to Use Video Verification

4.1.1 Alarm verification procedures should be followed before alarm notification is made to the
responding agency.

4.1.2 Video information should be in addition to enhanced verification procedures. Video
information may be ignored when the alarm event can be identified as a false alarm during the
enhanced verification process.

4.2  Viewing Alarm Video

4.2.1 If no verification that an emergency does not exist during the enhanced verification process,
the video information shall be reviewed by the central station or monitoring facility personnel to
validate or disprove if possible an alarm event requires an authority to be dispatched.

4.3  Operator Viewing

4.3.1 The monitoring facility personnel should have the captured video presented in a manner that
does not require physically moving stations to view video.

4.3.2 Operators should be able to clearly view video to identify the need to dispatch authorities.
4.3.3 Operators should have the ability to view video of pre and post alarm activity.

4.4  Operator Training

4.4.1 Operators should have a minimum of 2 (two) hours of video training before being authorized to
validate video verification alarms.
4.4.2 Training should be performed by the manufacturer or monitoring center manager.

45 Operator Communication to PSAP

4.5.1 Operators should be able to reasonably articulate what they believe to be an indication of a
crime in progress based on their observations of the video.

Section a - Video Quality & Storage

5.1 Video Storage

5.1.1 All video of alarm activations requiring response by authorities must be recorded.

5.1.2 Recorded video of alarm activations that require authorities to respond shall be made available
to the monitoring facility and responding agency upon request so long as the request is made within
the recommended video storage timeframe.

5.1.3 The recommended storage time for recorded video should be not less than 30 days.

5.2  Video Quality

5.2.1 Itis recommended that not less than 5 (five) frames of video be transmitted for verification.
5.2.2 Minimum amount of time of captured video shall be 5 (five) seconds.
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Section B Installation

6.1 Manufacturer Recommendations

6.1.1 Cameras and alarm initiating devices should be installed to manufacturer installation
requirements.

6.2 Configuration

6.2.1 Alarm initiating devices should only cause activation in areas within the intended protected
area.

6.2.2 Video motion detection range should only cause activation in areas within the intended
protected area.

6.2.3 Changes made by the installing company designed to change the original configuration should
be relayed to the monitoring facility.

6.3 Camera Installation

6.3.1 Cameras should be installed in a way to avoid distortion or activation by any light.

6.3.2 Cameras placement should be positioned in a manor to cover the area of the initiating device.
6.3.3 Only cameras suitable for the application and environment should be installed.

6.3.4 Adequate lighting should be available to illuminate the cameras view.

Section 7 User Responsibilities

7.1 Video System Changes

7.1.1 1t will be the responsibility of the owner to notify the installing company of any camera
alignment changes made if done by anyone other than the installing company.

7.2 Licensed Companies

7.2.1 When installation or repair to a video system is required and not performed by the owner.
7.2.2 The owner will be responsible for contracting only with companies that are properly licensed by
and/or registered as required by state and local law or regulation.

7.3  Self Video Monitoring/Response

7.3.1 All video of alarm activations requiring response by authorities must be recorded.
7.3.2 Recorded Video of alarm activations that require authorities to respond shall be made
available to the responding agency upon request so long as the request is made within the
recommended video storage timeframe.

7.3.3 The recommended storage time for recorded video should be not less than 30 days.
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